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ABSTRACT 
Smart home users have limited control over their own smart 
home data. With Zero-Conf setups, users are given default 
security with limited or no options to increase protection of their 
data. In this paper, we study a smart home user’s ability to 
control their data. We create a rubric to measure the quality of 
privacy policies of smart home companies. From the perspective 
of a privacy-concerned smart home user, we reviewed the 
privacy policy of 13 smart homes companies. We find that in 
most cases users cannot opt-out of their information being 
collected. When there are opt-out options, often the process 
requires contacting the company directly, leaving the process in 
the hands of a company employee instead of the user. In 
addition, we find that often these privacy policies tend to be 
hard to read and comprehend. We have three recommendations: 
first, increase clarity of their privacy policy by reducing 
distributed information into user-consumable format (e.g., bullet 
points, visuals, etc.) instead of paragraphs. Second, separate the 
website's privacy policy from their devices and hubs to clarify 
what information the user is releasing about their home. Third, 
either allow a user to opt-out of data collection during 
registration or create a data donation program that users can opt 
into. 

1. INTRODUCTION 
Smart homes allow users to get optimal control over their 
environment. With smart technology increasing at a rapid rate, 
our homes are being filled with smart home appliances. Smart 
home technologies have improved home security, home 
automation, and home healthcare efforts. These technologies 
collect data such as one's activity levels, sleeping patterns or 
food intake behaviors through various smart devices and are 
able to share this information with health care providers or 
family members [3]. These devices interact with one another 
and display and analyze the data that they receive in order to 
provide home comfort services [26]. Although these services 
make life easier, they raise concerns about the violation of home 
data privacy. Disclosure of smart home data may allow large 
businesses to make complete profiles of their users for 
advertisement revenue or allow an attacker to interrupt normal 
behaviors. To better outline the data management procedures for 
users, privacy policy documents were created as an explanation 
of these procedures. 

Privacy policies are standardized documents detailing the 
manner in which a company handles user information. In 
general, these documents as it relates to smart home devices are 
cumbersome to read and understand, and the opt-out procedures 

listed in them for users whom have data stored with the 
company are typically non-existent or tedious to execute. Given 
the verbosity of these privacy policies, it is possible for a 
company to not disclose what information is gained (through 
smart sensors and smart hubs) in anticipation that most users 
will overlook this explanation. A user may not want their 
detailed home information and daily activities in the hands of 
these companies.  

To highlight this problem further, we created a privacy policy 
rating rubric for smart home company websites. We analyzed 13 
different smart home company websites and rate their privacy 
policy in accordance with our rubric. Finally, we give 
recommendations on how to increase privacy policy clarity and 
provide options for smart home companies to collect data with 
user consent effectively.  

The rest of our paper is organized into the following: section 
two covers privacy issues in smart homes, section three 
describes our study of the smart home companies’ privacy 
policies, section four discusses the study results, and we 
conclude and discuss potential future works in section five.  

2.  PRIVACY ISSUES IN SMART HOMES 
Privacy issues are not new to smart homes.  McKenna et al. [16] 
identified privacy concerns about the authentication process of 
accessing smart home data. Attackers can illegally obtain 
unencrypted information generated by a smart home via wireless 
data intercept tools. Paetz et al. [19]found that home information 
can be stolen with eavesdropping attacks due to personal 
information leaks over radio-frequency protocols. Sanchez et al. 
[21] found that a user's activities and behavior may reveal 
sensitive information. While some individual entries of home 
data are not sensitive, in combination with other non-sensitive 
entries, personally identifiable information can be created. For 
example, the flow of data packets between the MAC address of 
a smart television and the access point of a smart hub would 
allow an attacker to guess when a user is active within the home.   

Denning et al. [4]states that there are various threats emerging in 
smart homes due to swift and steady introduction of smart 
devices. Some attacks may require the attacker to be near the 
smart home, such as stealing home data through flaws in ZigBee 
and ZWaves[9; 15]. Other attacks, however, do not require 
proximity to their target, such as linking attacks. Konidala et al. 
[13] discussed several of these smart home attack vectors. For 
example, they explain how an insecure connection can leave 
smart homes vulnerable to replay, spoofing, and snooping 



 

attacks. For example, these attacks can be executed against a 
smart refrigerator with a RFID reader-enabled display.   

However, there is little focus on data sharing between smart 
home companies and consumers. Companies who offer smart 
home services can take data through their own smart hubs and 
devices despite the user’s active consent. The users are not able 
to express their information sharing preferences or restrict how 
their data is used. Bai et al. [2] expressed concern over this 
problem. Zero-Conf configurations, which are default settings 
within a system that a user cannot change, are employed in 
smart homes which forces users to accept the vendor's policies. 
Users do not have the ability to control the data flow of their 
devices.  

Technological glitches can also contribute to privacy breaches. 
In May 2018, an Amazon Echo smart home device (powered by 
the voice-command system “Alexa”) recorded a conversation 
between a couple in Portland, Oregon and sent the raw audio to 
their employer without the couple’s knowledge [14]. This was 
due to a mistake in the Echo’s audio interpretation of their 
conversation, the device recognizing some early vocal segment 
as “Alexa,” an activation word for the device. The device then 
began listening for a command and recognized “send message.” 
In June 2017, a man in Cary, North Carolina also fell victim to 
an accidental recording by the Amazon Echo and Alexa [25]. 
During a personal conversation in his home, Alexa picked up on 
keywords that triggered its recording of an audio message and 
sent the message to the man’s insurance agency listed in his 
contacts. The company called the man to alert him to the 
accidental sending.  Though these mishaps seem like unlucky 
situations, this brings to light the concern of privacy. 

3. A STUDY OF SMART HOME PRIVACY 
POLICY  
Our purpose of this study is to understand the scope of how 
much control a user has over their own data in a smart home 
when they buy a third-party smart home product. We took the 
perspective of a home owner who wishes to have a smart home 
but has concern over how much data about their home is given 
to a third-party company. To accomplish this, we limited the 
scope of study to using only the smart home company’s privacy 
policy and product descriptions. However, after reading several 
product manuals, we could not find significant information 
regarding privacy controls and chose to further limit the scope 
down to comparing only privacy policies.  

We selected companies with high, medium, and low market 
shares in smart homes and judged their privacy policies based 
on a privacy policy rating rubric. The results are shown in Table 
1.  

For consistency, we created a judging criterion for privacy 
policies as it relates to a user’s home data. In this rubric, we use 
the word “hub” and “device”. We define a “hub” as a hardware 
which connects smart home appliances and controls data 
communication among them. This can be, but is not limited to, a 
smartphone application, a web application, or a separate 
computer. We define the “device” as a smart home appliance, 
which can gather and send information about an environment’s 
state to a hub.  

Privacy Policy Rating Rubric: 

 0: No privacy policy found on the company website. 

1: Privacy policy on the company website does not include hubs 
or devices. Furthermore, there is no option stated to not to be 
tracked while visiting the company website. 

2: Privacy policy on the company website does not include hubs 
or devices. However, the policy does state the option for not to 
be tracked while visiting the company website. 

3: Privacy policy on the company website covers hubs and 
devices, but does not allow for opt-out. 

OR 

3: Privacy policy on the company website covers hubs, and 
devices, but the privacy policy only defines what the 
devices/hubs collect and does not tell the user if this information 
collected is accessible by the company. 

4: Privacy policy covers hubs and devices. Allows for opt-out, 
but the process has significant complications, or requires third-
party software. 

 

Table 1. A list of smart home companies and their privacy 
policy rating according to our rubric along with an average 
privacy policy rating. 

Company Name Category Privacy Policy 
Rating 

Fibaro [8] General 5 

Iotas[12] General 3 

Sentri [22] General 3 

Nexia [18] General 2 

Avi-on [1] General 5 

Keen Home [11] Climate 
Control 

2 

Ecovent [7] Climate 
Control 

3 

Vivint.SmartHome [24] Security 3 

Ring [20] Security 5 

Ecobee [5] Environment 3 

Ecoisme [6] Environment 5 

Sonos [23] Entertainment 3 

Musaic [17] Entertainment 3 

Average Rating 3.461538 



 

 

 

5: Privacy policy covers hubs and devices. Allows for opt-out 
options but requires direct contact with company in a time-gated 
way (i.e., you must wait for an email response or fill out a 
support ticket). 

OR 

5: Privacy policy covers hubs and devices. It allows partial opt-
out of home information.   

6: Privacy policy covers hubs and devices, but requires 
additional configuration of the hub and/or browser to apply.  

7: Privacy policy covers their hubs and devices, allows for opt-
out immediately within the site, but finding the settings within 
the site/portal is difficult. 

8: There is privacy policy on hubs and devices and allows opt-
out immediately within the site. Finding the privacy settings is 
easy.  

9: Privacy policy includes hubs and devices and allows opt-out 
during registration and is immediately made clear. Options to 
change settings are also within the profile. 

10: Privacy policy states that no data is ever collected about the 
site and devices.  

When creating this rubric, we considered two primary features. 
First, we considered the disclosure of what data about the user’s 
home is given by the user to the company. Second, we 
considered the ability to opt-out of data collection. We decided 
that, from the consumer’s standpoint, it was worse to be given 
no information about home data privacy than to be told 
explicitly they have no option to opt-out. When the user is 
informed that their home data will be retained, a consumer can 
still choose not to use the product. However, if there is no policy 
disclosure, this choice cannot be made.  

4. DISCUSSION  
When reading privacy policies of smart home companies, we 
observed that most commonly there was no opt-out policy. Most 
of the time reasons were not given, but some products were 
designed to function with device information as a requirement to 
how the product works, such as Sonos. Other times, such as in 
the case of Ring, they refuse to let the user opt-out because they 
have additional services they provide for payment beyond their 
standard package. In addition, most privacy policies used vague 
wording, failing to disclose what smart home data is being 
collected. Most of the websites have opt-out options for third-
party disclosure, but for our rating system we prefer that the 
smart home company to not collect data after an opt-out to be 
given a higher rating.  

While most of these privacy policies were rated poorly, there 
were a few privacy policies with notable positive characteristics. 
In this section, we will outline a few companies’ privacy 
policies. 

Fibaro: This general smart home company sells motion sensors, 
flood sensors, and hubs. Though this company collects a 
significant amount of information, they have a very clear opt-

out section called “The Right of Access to the Content of Your 
Data and Other Rights” [8]. However, this company requires a 
support ticket to be emailed, leaving it up to the them to delete 
information in a timely manner.  

Keen Home: This company primarily sells smart vents for 
climate control. Keen Home’s privacy policy for their main site 
applied to the website only. The policy explicitly states the 
following at the start of their privacy policy: “This policy 
explains how Keen Home’s website collects and uses 
information, and it explains how we use and protect that 
information. A separate policy covers Keen Home’s Smart 
Vents” [11].  Unfortunately, we could not find this separate 
policy within the site after searching. This policy, if it exists, 
has either been buried within the site, or it can only be found 
after the user has purchased a smart vent.  

Ecobee: This company’s privacy policy clearly states what data 
is collected, but does not state that if a user’s home data is 
accessible by the main company. However, they have a “donate 
your data” model, which allows a user to opt-in to giving their 
home data to third-party research facilities [5]. This sort of 
model would be a better privacy-preserving option for 
companies to let users share their information.  

Iotas: While this company did not have a clear opt-out 
agreement, there was one notable feature which was applied to 
third parties [12]. During registration, they allow for the user’s 
information to be withheld from third-party distribution. If this 
was applied to not only third-party distribution but also to the 
main company, this would be a significant option for a privacy-
concerned user.  

While this rubric thoroughly covers the ability of a user to opt-
out of information collection, this rubric has limitations in 
judging the overall criteria of a privacy policy. Other factors 
such as accessibility within the website, information collected, 
and readability, are also critical parts in judging the overall 
quality of a privacy policy. In addition, it is important that users 
read the privacy policy just as much as the privacy policy is 
readable. Rating rubrics such as the one provided would best be 
applied by a neutral third-party, potentially integrated into a 
privacy policy tool such as Polisis [10].  

5. CONCLUSION AND FUTURE WORKS 
Overall, beyond simple disclosure we found two strong 
configurations companies can use to ethically collect data. They 
can opt-out of information collection during registration as 
shown by Iotas, create a “donate your data” program as shown 
by the Ecobee. Additional recommendations would include 
increasing the clarity of privacy policy improving clarity by 
using concise language and bullet points. In addition, there 
should also be a secondary privacy policy that applies to only 
the devices and hubs, such as what Keen Home provided. This 
secondary privacy policy should also be available and visible on 
the product’s page.  

In the future, we plan to expand upon the rubric outlined in this 
paper by factoring in accessibility, readability, and content 
collection. To ensure that our rubric is accurate as possible, we 
plan to create a user study which will consider our expanded 
range of topics. We plan to test privacy policy observing how 



 

long it takes a user to access a privacy policy and compare it to 
how long it takes to find a product.   Other potential fields of 
research may include privacy option accessibility within devices 
and hubs. In addition, expanding Bai et al.’s work in Zero-Conf 
setups to include smart home devices and hubs would also be a 
strong consideration.  
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